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criminal convictions, Trade Union membership or non-membership. In addition, the Trust will have due 
regard to advancing equality of opportunity between people from different groups and foster good 
relations between people from different groups. This policy applies to all individuals working at all levels 
and grades for the Trust, including senior managers, officers, directors, non-executive directors, 
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1.0 Introduction 
 Everyone working in the NHS has the responsibility to collate, store and process data in 

a secure way in line with legislation (Data Protection Act 1998, Access to Health 
Records Act 1990) and current guidance from the Department of Health, Information 
Commissioner and other regulatory organisations.  

 
  The Information Commissioner was set up in 2001 as an independent authority to 

uphold information rights in the public interest, promoting openness by public bodies and 
data privacy for individuals. The Information Commissioner governs the release of 
information from NHS Trusts and we are ultimately responsible to the Information 
Commissioner for any information breach or incidents.  

 

2.0 Purpose  
This document sets out the Release of Information (ROI) procedure for the East of 
England Ambulance Service NHS Trust (“the Trust”).  It is based on the Data Protection 
Act 1998, Access to Health Records Act 1990 and Caldicott Guardian principles, 
providing protection of patient confidentiality and security of related information. It aims 
to provide guidance and a structured approach to processing and releasing information 
both internally and externally.  
 

3.0 Duties 
This procedure applies to all employees and in particular those involved in the release of 
information. 

 
3.1 East of England Ambulance Service NHS Trust 

The Trust has a duty to protect confidential information and only process this information 
in the circumstances laid out by the Data Protection Act 1998, Access to Health Records 
Act 1990 and Caldicott Guardian principles. The Trust must ensure that members of staff 
dealing with the release of information are adequately trained and that adequate policies 
and measures are in place to maintain data privacy. 
 

3.2 Trust Board 
The Trust Board will receive assurance from the Audit Committee that the Trust is 
complying with the timescales and principles outlined in the Data Protection Act 1998 
and Access to Health Records Act 1990.  

 
3.3 Chief Executive 

The Chief Executive is ultimately responsible for all information processed by the Trust 
and ensuring that there are systems and procedures in place to ensure the information is 
processed correctly and with legal reasoning. 

 
3.4 Caldicott Guardian 

The Medical Director has been appointed as the Caldicott Guardian for the Trust and is 
responsible for the protection and release of person identifiable information. The 
Caldicott Guardian will play a key role in ensuring that the Trust satisfies the highest 
standards whilst handling patient information.  
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3.5 Audit committee 
The Audit Committee will report to the Trust Board on the operation of the Trust’s 
Release of Information Policy. The Committee will receive appropriate information via 
the Information Governance Group and will monitor compliance with all relevant 
legislation and this policy. 
 

3.6 Information Governance Group  
The Information Governance Group will receive a report on the Trust’s compliance with 
the timescales laid out by the Data Protection Act 1998 from the Information Governance 
Manager and Human Resources Department. They will also monitor the types of 
requests received and the type of applicants making the requests. The Information 
Governance Group will monitor the release of information from the Trust; feeding any 
recommendations for improvement to the Audit Committee and is reportable to the Audit 
Committee to provide assurance around Information Governance. 
 

3.7 Compliance and Standards Lead 
The Compliance and Standards Lead is the strategic lead for information governance 
and will ensure that compliance with this policy and the relevant legislation is reported on 
a regular basis. 

 
3.8 Information Governance Manager 

The Information Governance Manager is responsible and accountable for the effective 
management of the release of information from the Information Governance Department.  

 
3.9 Information Governance Department 

The Information Governance Department will be responsible for the co-ordination and 
administration of the release of information from the Trust. The Information Governance 
Department will have day to day responsibility of complying with the Data Protection Act 
1998 and Access to Health Records 1990 and releasing information in line with this Act 
and the Caldicott Guardian principles.  
 

3.10 All staff (including temporary staff and volunteers) 
All staff must comply with this policy when releasing information and contact the 
Information Governance Department with any requests for information that are received 
so that the request can be logged and approved before being released. 

 

 

4.0 Types of requests for information 
Requests for information take a variety of forms. Most requests for non person-
identifiable information, corporate information or information not related to a specific 
incident do not fall under this policy and should be dealt with under the Freedom of 
Information policy. If a request is received and it is unclear which policy to use, contact 
should be made with your line manager or advice sought from the Information 
Governance Manager. 
 
Requests for person-identifiable information from patients or their agents are known as 
subject access requests and should be processed in accordance with the Data 
Protection Act 1998 and this policy. If the patient is deceased the request should be 
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processed under the Access to Health Records Act 1990 and in line with the Common 
Law Duty of Confidentiality.  
 
Requests for person-identifiable information from the Police, Coroner, GP, NMC 
(Nursing Medical Council), GMC (General Medical Council) and HCPC (Healthcare 
Professions Council) should also be dealt with under this policy as well as requests from 
staff.  

 
Examples of the information that can be requested are the Patient Care Record, ePCR, 
Computer Aided Dispatch, Adastra (out of hour’s records), personnel file, Occupational 
Health records, earnings information and/or call recordings. This list is not exhaustive. 
 

4.1 Air ambulance or private ambulance service records relating to Trust business 
Requests for records/documents should be processed by the Information 
Governance Department in line with the normal procedure. However requests for 
interviews or the completion of statements/questionnaires should be dealt with by 
the air ambulance or private ambulance service and they should charge the 
applicant directly for this information. The Information Governance Department 
should receive a copy of the statement/questionnaire/interview notes for Trust 
records. 

 

5.0 Data Protection Act 1998 
Most requests for information come under the scope of the Data Protection Act 1998. 
This Act was introduced to protect an individual’s interests by obliging organisations to 
manage the information they hold in a proper way. There are eight data protection 
principles enshrined in the Data Protection Act 1998, which have been designed to 
control and protect the processing of an individual’s data.  
 
In May 2018 a new General Data Protection Regulation (GDPR) will come into force. 
Under the current Data Protection Act, the Trust uses consent as its legal basis for the 
lawful processing of personal data. Consent will remain a legal basis for processing 
personal data under the incoming General Data Protection Regulation (GDPR), but the 
bar for achieving valid consent will be enhanced and raised. Therefore the Trust may 
need to consider alternative legal reasons for processing personal data in the future. For 
this reason this policy will need to be reviewed again next year.   
 

5.1 Subject access requests  
Under s.7 of the Data Protection Act 1998 an individual or their representative (e.g. 
solicitor) is entitled to ask an organisation if they hold information on the individual and, if 
so, they are entitled to a copy of that information. These requests are known as subject 
access requests.  
 
The Trust has to comply with this request within forty calendar days of receiving the 
request or on receipt of any further information that the Trust has requested from the 
individual in order to locate the information or on payment of the fee.  
 
The Trust is also able to charge for collating and releasing this information and the 
current charges can be found in Appendix A. The Trust should ensure that this money 
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has been received before releasing any information to the individual. Please note that 
the forty calendar days will stop until the fee has been received.  
 
Under the incoming General Data Protection Regulation in May 2018 it will no longer be 
valid or legal to charge an individual a fee to locate their information for release. 

 
The current process to be followed when releasing information will depend on who has 
requested it (“the Applicant”): 
 

¶ Individual/patient 
Requests by members of the public or staff for information we hold on them must be 
in writing and signed. In addition proof of identity and address must be obtained 
before we send out any information e.g. copy of passport and/or utility bill. The IG 
Department will also send out an Equality and Diversity Form to the applicant. 
 

¶ Third party 
Third parties requesting information about individuals are usually relatives however 
we must always have patient consent before releasing any information. If a relative 
contacts the Trust requesting information, the Information Governance Department 
will write to the patient with a consent form asking the patient to sign and return the 
consent form allowing the Applicant to act/request information on their behalf.  
The Information Governance Department will also send out an Equality and Diversity 
Form to the applicant. 

 

¶ Solicitors 
Solicitors or their agents often act on behalf of patients or members of the public in 
order to submit subject access requests. Providing that a valid form of authority has 
been signed by the patient, the Information Governance Department should treat the 
solicitors as representatives of the patient and release the information requested to 
them. It is important to ensure that the form of authority covers all of the information 
requested by the solicitors e.g. the patient may agree to the Patient Care Record 
being released to the solicitors in relation to a particular incident however they may 
not have agreed for all records we hold on them to be released to the solicitors.  

 
There may be occasions when the patient does not have capacity to consent to the 
release of information and a relative/solicitor is requesting this on their behalf. In these 
situations the IG Department should ask to see a copy of the Court of Protection/Deputy 
order or the Power of Attorney. These are all legal documents that show the person has 
been appointed to act on the patient’s behalf. The Trust appreciates that this document 
may not always be available however it will release information providing the Applicant is 
the next of kin and has proof of their identity. These types of requests should be referred 
to and approved by the Information Governance Manager. 

 

5.2 Requests from the police 
Requests for information from the police should also be dealt with under the Data 
Protection Act 1998 but these do not constitute subject access requests. Under this Act 
the Trust can choose to release information to the police due to a discretionary 
exemption contained within s.29 (the Crime and Taxation exemption). In order to use 
this exemption the Applicant will need to make the request in writing and specify which 
subsection they are requesting the information under (e.g. s.29 (1) a), b) or c)). The IG 
Department will review the request and ensure that the Applicant has provided enough 
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information to show the exemption is being used correctly. If not they are entitled to 
contact the Applicant and request further information. Once the IG Department are 
confident that the reason provided is legitimate they will release the information 
requested to the Applicant. The Trust would not charge for these requests. For more 
information on dealing with Police requests, please read ‘Releasing information to 
prevent or detect crimeô, which can be found on the Information Commissioner Office’s 
website: www.ico.gov.uk.  

 

6.0 Preparing and releasing the information  
The Information Governance or Human Resources Department will ensure that any third 
party information is redacted before sending out records as this should not be released 
without the third party’s consent. This includes call recordings.  
Information sent out consisting of personal data should only be released in the following 
ways: 

¶ By fax to a safe haven 

¶ By email through NHS net account or via standard email providing the documents 
are encrypted 

¶ If the person wishes to collect the information from a locality office then this should 
be signed for and identification shown. 

¶ Via Royal Mail. All letters to be headed as Private and Confidential.  
 

Person-identifiable information should never be released over the telephone. 
 
On occasions the Trust will receive requests for statements/interviews with a member of 
staff. Initially the Applicant should be asked to send in a list of questions for the member 
of staff. If the Applicant is reluctant to do this or this has already been completed and an 
interview is required, the interview should be arranged through the Duty Locality Officer 
team and the Applicant should be charged in accordance with the fees set out in 
Appendix A. Staff details should never be provided externally without their prior consent. 

7.0 Coroner requests 
Requests for information from the Coroner do not fall under the Data Protection Act 
1998. These requests must still be in writing however the Coroner has an absolute right 
to all information including personal data and medical information/records of an 
individual. This is due to historical case law and the Civil Procedure Rules 1998. The 
Coroner requires the information to conduct Inquests which are legal inquiries into the 
cause and circumstances of a death and is limited, fact finding inquiries. A Coroner will 
consider both written and oral evidence during the course of an inquest. The Coroners 
duty to hold an inquest is contained in section 6 of the Coroners and Justice Act 2009. 
Inquests are public hearings and can be held with or without juries - both are considered 
equally valid. Under Rule 8 of the Coroners (Inquest) Rules 2013, Coroners are required 
to complete an inquest within 6 months of the date on which the Coroner is made aware 
of the death, or as soon as is reasonably practicable. Therefore all Coroner requests are 
managed by the Information Governance Department via a Coroners e-mail address 
eoeasnt.coroners@nhs.net so that all requests made can be logged and managed as a 
matter of urgency as time is of the essence to obtain the necessary written evidence and 
to arrange for staff to attend the inquest. 

 

http://www.ico.gov.uk/
mailto:eoeasnt.coroners@nhs.net
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Coroners have the power to call witnesses to appear at an inquest, and to determine the 
evidence to be heard. It is the general duty of every citizen (under common law) to 
attend an inquest if they are in possession of any information or evidence that details 
how a person came to their death. Notification to appear as a witness will generally be 
informal, but a Coroner can issue a summons where a witness absents themselves 
without explanation. Summonses are issued under the Coroner's common law powers 
and are governed by the directions set out in the Civil Procedure Rules. Non-attendance 
can result in a fine. 

8.0 Internal requests 
It is common for managers to require person-identifiable information as part of an 
investigation for a complaint/claim/incident. This should be released providing that the 
request has been made in writing (an email is sufficient) and that a reason has been 
provided for this. These requests should be dealt with by the relevant department (e.g. 
Patient Safety Department to process requests for records relating to incidents or 
serious incidents; Patient Experience Department to process requests for records 
relating to complaints; Information Governance Department to process requests for 
claims). 

9.0 Safeguarding requests 
Requests for information contained within the Patient Care Records and Computer 
Aided Dispatch records in relation to any safeguarding referrals made by the Trust 
where no consent is required, will be dealt with by the Safeguarding Team and logged 
on DATIX.  
The Safeguarding team will release this information in line with the Information Sharing: 
Guidance for Practitioners and Managers (see reference below) produced by the 
Department of Education. This enables the Safeguarding team to release information 
without consent for three main purposes: 

¶ Release of the information is in the public interest 

¶ For the safety and wellbeing of an individual 

¶ Others who may be affected by the person’s actions 
 
Any other requests relating to Safeguarding will be logged and processed by the IG 
Department in line with this policy. 

10.0 Requests from existing or former employees for personnel files 
Subject Access Requests from existing or ex-employees are allocated to the appropriate 
locality HR team. On occasion it may be necessary to assign the request outside of the 
locality.   

 
The Human Resources department has an approved process for dealing with requests 
and a fee will be charged in accordance with Appendix A. All requests must be made in 
writing or via email (preferably from the individual’s Trust account). For requests not 
received via a Trust email account ID must be provided and verified prior to releasing the 
information.  

 
All medically related requests will be dealt with by People Asset Management (PAM), the 
Trust’s Occupational Health provider. 
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11.0 Access to Health Records Act 1990 
Requests for information relating to an individual who has died should be dealt with in 
line with the Access to Health Records Act 1990. Although there are no specific 
timescales afforded by the Act the Department of Health guidance suggests forty 
calendar days in line with the Data Protection Act 1998. Technically the only two groups 
of people who are allowed access to the patient’s health records are: 

¶  the personal representatives or  

¶ Anyone with a claim arising out of the patient’s death.  
 
In order to show that the Applicant has been appointed as the personal representative 
the IG Department will ask for a copy of the Grant of Probate or Letters of 
Administration. The Trust understands that these documents are not always available so 
will accept requests from the next of kin providing they have proof of identity and taking 
into account the patient’s wishes before they died. These requests will need to be 
approved by the IG Manager. The IG Department will also consider the confidentiality 
principles when releasing this information. For more information please read óGuidance 
for Access to Health Records Requests February 2010ô, which can be accessed on 
www.dh.gov.uk. 

12.0 Caldicott Guardian principles and purpose 
Every NHS Trust must appoint a Caldicott Guardian and the Medical Director has been 
appointed as the Caldicott Guardian for the Trust. The Caldicott Guardian manual 
identifies six principles that should always be taken into consideration when releasing 
any person-identifiable information. These are: 

¶ Principle 1: Justify the purpose(s) 

¶ Principle 2: Don’t use patient-identifiable information unless it is absolutely necessary 

¶ Principle 3: Use the minimum necessary patient-identifiable information 

¶ Principle 4: Access to patient-identifiable information should be on a strict need to 
know basis 

¶ Principle 5: Everyone should be aware of their responsibilities 

¶ Principle 6: Understand and comply with the law 

¶ Principle 7. The Duty to share information can be as important as the duty to protect 
patient confidentiality. 

 
The Caldicott Guardian can be contacted if you have any queries in relation to data 
protection or releasing information via the Complaints Manager.  

13.0 Complaints 
If the Applicant is unhappy with the release of information process in any way then the 
Applicant should contact the Information Governance Department in order to resolve 
this. If the Information Governance Department cannot resolve this informally then the 
Applicant should raise their complaint formally with the Local Authority and NHS 
Complaints Regulations 2009 by contacting the Patient Experience Department. More 
information on making a complaint can be found in the Trust’s Complaints policy or on 
our website. 
The Applicant also has the right to complain to the Information Commissioner: 
www.ico.gov.uk. 

http://www.ico.gov.uk/
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14.0 Record keeping 
All requests for information will be logged and managed on DATIX; no paper files will be 
kept. Access to the Release of Information files will be confined to the IG Department 
and for audit purposes, when all person-identifiable information will be removed.  
The Safeguarding team maintain their own Release of Information files and access is 
confined to members of the Safeguarding team. 
The records will be stored and disposed of in line with the Trust’s Records Management 
policy and retention/disposal schedule. 

15.0 Incidents 
Any incident involving a potential breach of the Data Protection Act 1998 or the Access 
to Health Records Act 1990 should be reported as an incident using the DATIX reporting 
system. Your line manager and the Caldicott Guardian should also be informed of this 
and a decision will be taken whether it is necessary to report this as a Serious Incident 
under the Serious Incident Policy and/or to the Information Commissioner by the Serious 
Incident Panel and Information Governance Manager. The incident will also be 
processed through the IG Toolkit incident reporting tool to support this decision. 

16.0 Monitoring compliance with this policy  
The Directorate will be able to provide monitoring of the flow of person identifiable 
information along with evidence from internal audit reports and feedback from external 
assessments. 
 
The Information Governance Group will receive reports on the Trust’s compliance with 
the timescales specified in the Data Protection Act 1998. 
This policy will be reviewed every two years or sooner if the legislation and guidance is 
amended. 
 

17.0  References  
¶ Data Protection Act 1998 

¶ Freedom of Information Act 2000 

¶ Access to Health Records Act 1990 

¶ Department of Health Guidance for Access to Health Records Requests 
February 2010. 

¶ Information Commissioner’s Office guidance notes 

¶ Information Sharing: Guidance for Practitioners and Managers 
http://webarchive.nationalarchives.gov.uk/20130401151715/https:/www.
education.gov.uk/publications/eOrderingDownload/00807-2008BKT-EN-
March09.pdf 

¶ Caldicott Guardian 2 review 

¶ HSCIC: IG toolkit requirements 

¶ The Coroners and Justice Act 2009. 

¶ General Data Protection Regulation. 
 
 
 
 

http://webarchive.nationalarchives.gov.uk/20130401151715/https:/www.education.gov.uk/publications/eOrderingDownload/00807-2008BKT-EN-March09.pdf
http://webarchive.nationalarchives.gov.uk/20130401151715/https:/www.education.gov.uk/publications/eOrderingDownload/00807-2008BKT-EN-March09.pdf
http://webarchive.nationalarchives.gov.uk/20130401151715/https:/www.education.gov.uk/publications/eOrderingDownload/00807-2008BKT-EN-March09.pdf
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Appendix A 
 
Charging Schedule ï Up to 25th May 2018 
 

Type of information Cost 
 

Clinical/health record (e.g. paper Patient 
Care Record) plus any other paper record  
 

£50.00 

Electronic Patient Care Record plus any 
other paper record 
 

£30.00 

Electronic Patient Care Record  
 

£10.00 

Adastra notes, Computer Aided Dispatch 
sequence or any other electronic record 

£10.00 
 
 

Call/video recording £10.00 
 

Questionnaire from staff member £20.00 
 

Interview with staff member (per person) £125.00 
 

Personnel files (Including personal 
information e-mails, letters etc..) 
 

£10.00 

 
 

 
 

These charges have been made in accordance with the Data Protection (Subject Access) (Fees 

and Miscellaneous Provisions) Regulations (SI 2000 191) and therefore are subject to change.  

 
 
 

 

 
 


